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ABSTRACT

This paper describes how to integrate encryption in an al gorithm which uses wavelets to compress data. Wavelets a re more
useful in image compression  than other methods. This is be cause the definition about which data should be left out is more
flexible. This adaptation of wavelets to specific featur es of images leads to acceptable results. The use of com puters in image
transfer will increase further and it will therefor e become necessary to transfer image data quickly. In ad dition, a protection
of the image against unauthorized access will become nec essary. Image compression increases the amount of time needed
for transferring an image. Regarding the area of telemedic ine, there is a demand for the protection of images. The reason for
this demand is the need to prevent the relationship bet ween patient data and an image from being determined. The refore, the
approach intends to describe a combination of  image compres sion by using wavelets and to integrate encryption into the
wavelet-transform and -compression procedure.

Keywords: wavelets, compression, asymmetric encryption, multime dia, security, transformation, graphic file formats, a udio
file formats

1. INTRODUCTION

In the age of computer science, the evolution of micropro cessors, the pricing of memory chips and other hardware
components are reasons for the fact that the developmen t and the use of multimedia applications is  becoming ‘s tate of the
art’. ‘Multimedia’ signifies the transfer of large amo unts of data represented as images, audio, animations or  of a
combination of the three from one place to another vi a internet or intranet. A lot of  algorithms were develo ped to reduce the
amount of data that has to be transferred and processe d.

In imaging, JPEG ( Joint Photographic Experts Group ), GIF ( Graphics Interchange Format ) and TIFF ( Tag Image File
Format ) are popular. For the compression and representa tion of audio data, the AU (audio)-standard has been establ ished.
Algorithms for both audio and image data are rare. MPEG -2 (Moving Picture Experts Group) and more recent versions  are
used to compress movies that may contain audio-data, but the se algorithms are not useful for stand-alone images.

The need for security in transferring data from one poi nt to another requires additional algorithms to the compr ession
algorithms which encrypt the data. In medicine, this proble m of loosing performance in encrypting images which have t o be
transferred produces a conflict. The problem arises thr ough the constraints of the physicians, i.e. radiologists , which do not
allow them to separate images from patient data. The p roblem to compress and encrypt sequences of images together with
patient data due to time consuming tasks. Within other disci plines it is desired to encrypt images, sequences of images , audio
waves or movies to protect information that is integrated  in such kind of data. The need to protect image and audio dat a
against unauthorized access requires a fast and smart met hod to compress and encrypt the data.

The overall purpose of this proposal is to show a new algorithm that makes use of wavelet-transform in compress ing image
data. Wavelet-transform emerged during the last few yea rs as an enabling technology for image compression. It is very
useful in image and audio compression to filter the frequency  spectrum of an image or an audio signal in such a way that
only those frequencies remain which can be perceived by an  observer or a listener. Other disciplines of wavelet -transforms
like the solution of linear equations or pattern recogniti on are not covered in this proposal.

Additionally, a wavelet basis may be constructed in such a way that the compressed data (audio or image) can only be
interpreted if the basis is known. The aim of this pa per is to examine the construction of an appropriate wavel et basis.

Some conditions have to be considered during the proce ss of image transformation which maps originally to compre ssed
image. The image data is decomposed in ‘wavelet coefficie nts’ and ‘detail coefficients’ needed to reconstruct th e image data.
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The process from raw data to the desired compressed and  encrypted format using wavelets occurs in two steps. The f irst step
during a wavelet-transform is the construction of a ba sis. There are some standard bases e.g. Haar, Daubechi es, Mexican Hat
or Coiflets. The basis considered in this case must have additional characteristics. It is possible to specify a  variable that has
a value range broad enough to make it impossible to determ ine the value of  this variable within feasible timing  constraints.

The value of  the variable represents the public key f or the new characteristic ‘encryption’ which is integra ted in wavelet-
transform. The combination of transformation and encr yption in such a compression scheme reduces the processing t ime
compared to the application of  transformation and compr ession in a first step and making use of an additional enc ryption
algorithm in a second step. For the reconstruction of the compressed and encrypted data, a private key is needed. The
algorithm for decomposition and reconstruction of the raw da ta has to be correspond to the wavelet-transform, co mpression
and the asymmetric encryption ( public and private key ). A solution for this problem is presented in this paper in defi ning an
appropriate process.

The algorithm to be developed has to conform to the condit ions in constructing wavelets. These conditions have to  be
verified and adapted as the private key is included in the computation of the wavelet-transform and compression. To
guarantee the decomposition the condition of orthogonality is  important for reconstruction. The process of encoding is
different from the process of decoding (reconstructing) the  raw data because of asymmetric encryption. Considering th e
encryption algorithm and making use of asymmetric scheme, any private key is associated with an appropriate public key.
The private key is not computable from the public key. Th is condition is combined with the conditions of wavelet- transform.

Finally, to conclude the subject, it remains to be said that the usage of wavelets leads to a good compression rat io for image
data. Compared to other processes like JPEG 8 compression, it generated good quality of lossy compressed images and
reduces the amount of data even in lossless compression.  The integration of asymmetric encryption into the proc ess of
wavelet-transform and compression saved the encryption af ter  the compression.

2. WAVELETS

The focus of this paper lies on the compression of two-dim ensional images. There are many approaches to compres s images
which uses the Fourier-transform or the discrete cosi nes transform, like JPEG 7. Wavelets are more suitable for image
compression than these approaches, because wavelets can b e adapted to particular features of images and therefore le ad to
good image quality despite the loss of data. A wavelet is a  function which pass above and below the x-axis. The area
enclosed by this function is zero. The function can be sc aled on the x-axis and shall be orthogonal 6.

To explain the term orthonormal, it is necessary to kn ow that a function is orthonormal if it is orthogonal and normalized. If
a function is orthogonal it fulfills the following condit ion:

Two functions f and g are called orthogonal if the inner product of  both and a weight is zero. The inner product is defined as
follows:

                            0| >=< gf                              (1)

with
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A function f is normalized if the inner product of this function with itself is one:

                                                                              1| >=< ff                                                                        (3)
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Using the wavelet-transform, it is possible to transf orm digital image data into frequencies. According to the us ed wavelet,
particular frequencies below a specified barrier are left out. Afterwards the rest of the image data will be compr essed. The
feature to adapt the wavelet-transform to high complex ar eas of an image by constructing wavelets which enables  this
adaptation leads to high compression. The compression is l ossy, but the loosed data does not reduce the quality of th e image
if the wavelet and the barrier is chosen appropriatel y. As  an example, we chose the perception of frequencie s by human
eyes. The human eye is only able to percept frequencies in a small area of all possible frequencies. The frequen cy of infra
red light lies outside this area. This kind of light can n ot be perceived by human eyes. In the case of digital image s, these
frequencies can be left out if this invisible data is n ot needed for transformation procedures that make this data  visible. For
digital images integrated in internet web pages, the frequenc ies can be reduced on the ones which can be perceived by huma n
eyes. For digital two-dimensional radiological images the  approach is the same.

Figure 1: Frequencies perceived by human eyes

There are many kinds of wavelets developed to emphasize spe cial features of the objects which have to be examine d. Some
wavelets are widely used. Two examples are depicted in figure 2. The first example is the Haar-wavelet, which is the
simplest wavelet  and is used in many tutorials to intro duce the usage and construction of wavelets 9,10,11,12. It is non-
continuos.

Figure 2: a) The Haar-wavelet                               b) The Daubechie-wavelet

v i s i b l e  f r e q u e n c i e s  ( l i g h t )

h i g h  f r e q u e n c i e s ,  l i k e  u l t r a v i o l e t

l o w  f r e q u e n c i e s ,  l i k e  i n f r a  r e d
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Wavelet-transforms have an infinite set of wavelet ba sis functions. Wavelets are assigned to families. The  Daubechie family
is an example. There are subclasses within each family, di stinguished by the number of coefficients and the le vel of iteration.
To find an appropriate wavelet family for a digital ima ge, a mother wavelet has to be defined. This mother wave let, also
called analyzing wavelet can be adapted to our needs.

Mother wavelets for:

• discrete wavelet transform (DWT) 1
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• continuos wavelet transform (CWT)
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This mother wavelet can be dilated and scaled by the tw o variables a and b. This way the appropriate wavele t family will be
estimated.  b is the scaling factor and a the locati on of the wavelet. Re-scaling is done by powers of two. Transforming is
done by integers. The mother wavelet is the indicator for  derived wavelet families. Therefore hiding the informa tion which
the mother wavelet used to construct the wavelet basis  leads to the second aspect which we aim to discuss in th is the paper:
The aim to integrate encryption in wavelet compression.   But first, we have to discuss the wavelet transform.

3 WAVELET TRANSFORM

There are two kinds of wavelet transform: the continuos  wavelet transform and the discrete wavelet transfor m. The continuos
wavelet transform contains a lot of redundancy. It wo uld be nice to have a small set of data to describe the wavelet. The
computation of the wavelet transform has to be linear . Therefore a discretisation is necessary. The discr ete wavelet transform
computes on discrete data like that contained in digital im ages. Now it is possible to reduce the wavelet function t o a basis
that describes the whole function.

To perform a discrete wavelet transform, a filter has to be defined which describes a wavelet. To obtain this f ilter a scaling
function has to be chosen. This scaling function with co ndition (7) forms an orthonormal basis for the space V 0 and uses the
following dilatation (8) equation as a starting point.

                                                                         }),({ Ζ∈− kkxφ                                                                       (7)

                                                                          −=
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This equation possesses the feature which is shown in (9). It therefore permits to define construction methods 5 for scaling
functions. Three of them should be mentioned here:
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• Iterate the recursive relation starting with the box function and some c values. This will give the splines family (box, hat,
quadratic, cubic, etc.). One of Daubechies’ wavelets, noted D 4, is obtained by this method which obtain a wavelet which
is the derivative of a cubic spline filter function.

• Perform the Fourier-transform on the dilation equation.
• Work directly with the recursion. If φ() is known at the integers, applying the recursion give s the values at all points of

values (i/2 j).

The coefficients c k are chosen from the interval (10).

                                                                      )2(),( ktt −φφ                                                                         (10)

Now we are able to develop filter data from wavelets de fined by the dilation equation. The next section descri bes how we
can do a wavelet transform and the inverse wavelet tr ansform.

4. WAVELET COEFFICIENTS

To perform a discrete wavelet transform it has to be gua ranteed that the transformed data can be reconstructed. T herefore
some conditions for the high pass filter g k and the low pass filter h k will be given. The method using these filters is calle d
Quadrature Mirror Filters (QMFs) and makes it possible  to perform the wavelet transform in linear time. Th e bandwidth of a
signal is split in half.

Filter conditions 3:
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Data given to the high pass filter transformed to wave let coefficients. The same data is given to the low  pass filter and will
be transformed to scaling coefficients. The data for the filter g can computed by using equation two of the filter  conditions.

To perform the inverse wavelet transform additional f eatures are necessary and given by the following equati ons.
The inverse operations will be written as g –1 and h  –1  and will be related as follows:

                                                                                    g n = g -1
-n                                                                                                                 (15)

                                                                                    h n = h -1
-n                                                                          (16)
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5. THE WAVELET COMPRESSION

If all coefficients are computed, we can perform a disc rete wavelet transform on image data and reconstruct th e image data
via inverse wavelet transform. Figure 3 gives an example  how to do the transform and figure 4 illustrates  the  inverse
wavelet  transform.  The  two  figures  illustrate  th e  hierarchical  feature  of  the  multi-

Figure 3: Forward wavelet transform

resolution method. It reminds one of the pyramidal 2 approach often used in image processing. Here, the filter  functions h ( in

figure 3 represented as matrix G
~

 ) and g ( in figure 3 represented as matrix H
~

 ) are used to decompose the image
represented as a two-dimensional function f(x,y). Firs t the wavelet transform is applied to the x-values and afterwards to the
y-values.  The inverse filters h -1 ( in figure 4 represented as matrix H  ) and g -1   ( in figure 4 represented as  matrix G  ).

Figure 4: Inverse wavelet transform
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The conventional way to proceed is shown in figure 5. A fter the wavelet transform a process called quantizatio n prepares the
wavelet coefficients for compression. The quantization  process transforms the wavelet coefficients into val ues which are
easier to handle for defining an error tolerance to perf orm a lossy compression with acceptable image quality aft er
decompression. For quantization, two approaches were proposed 4. The first approach is to divide the real axis in a numb er of
non-overlapping intervals and relates the coefficients t o the intervals. The relationships are stored in a tab le. This approach is
called scaling quantization. The other approach is the  vector quantization and replaces a group of coefficient s with one
symbol. A good pre-condition is to require that the wavele ts be orthogonal and the wavelet basis is orthonormal.  These
requirements allow to quickly find a solution for the compres sion problem.

After quantizing, the transformed data is ready for compressio n. For compression there are two approaches 4. The first is
called fixed length coding. It replaces each symbol obtaine d from quantizer with the same number of

Figure 5: Wavelet compression and decompression of digital i mages

bits. This requires a good quantizer. The second approach i s the variable length coding. Here, longer code words ar e
assigned to less frequent used symbols and shorter code wor ds are assigned to more frequently used symbols. Examples f or
coding algorithms using this approach are Huffman and arith metic coding. A third approach which is tailored to wavele ts is
Shapiro’s tree encoding. It exploits the self-similarity  between the different wavelet bands.

The inverse operations are decoding and de-quantization. Fi rst the data is decoded from the quantization table. Afte rwards
the dequantized data is computed. Using the inverse wavelet tra nsform, the image data is reconstructed more or less equa lly
to the original image data depending on the quality of the chos en wavelet, the chosen quantization method, and the chose n
coding algorithm. This conventional method is now extended by  an additional element that is intended to integrate
encryption in wavelet compression.

6. INTEGRATING ENCRYPTION

In wavelet compression, the kind of mother wavelet wh ich leads to a suitable wavelet basis is essential to f ind a starting
point for the integration of encryption. In a first step we have to chose an appropriate mother wavelet. A fea ture for
encryption is to hide information in such a way as to p revent illegal access to the encrypted data. Keeping this  in mind we
have to chose a mother wavelet which is not a standard  mother wavelet and which is a wavelet that is not even used for other
wavelet compressions. After doing this, we will derive a  wavelet basis from the mother wavelet. This wavele t basis has to be
adapted to image compression. The filters derived from t he wavelet act as a key to unlock the process of decompre ssion.
This approach describes the use of a symmetric key. A s ymmetric key is used for both encryption and decryption. T he
exchange of such a key is not secure, because the interce ption of the key  makes it possible to decrypt the data enc rypted
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with this key. A solution is to encrypt the key with an asy mmetric key.  An asymmetric key is a pair of keys. One ke y called
the public key is used for encryption and the other key cal led the private key is used for decryption. The approach of  a public
key infrastructure can be defined as follows. The side wh ich wants to get the encrypted messages  generates  the key pair and
sends the public key to the sender. The sender which has pe rformed the wavelet compression and has extracted the filter
encrypts the filter data with the public key and sends it  together with the compressed image to the receiver. Th e receiver
decrypts the data, gets the filter data and is now able t o reconstruct the image. Figure 6 gives an overview of this scenario.

Figure 6:  Scenario of a secure transfer of wavelet co mpressed images

7. CONCLUSION

This paper described a way to integrate encryption in th e approach of wavelet compression. The encryption is integr ated in
leaving out the information about which filter is used to  perform the wavelet transform. The filter informati on is regarded as
a symmetric key which has to be exchanged by using a public/pr ivate-key-pair. The security of the symmetric key is rea ched
by constructing a new secret mother wavelet which is a dapted to the image compression. The method to construc t a mother
wavelet is considered  a time consuming process. The de mand to construct a new wavelet in order to integrate encryption
and the process of construction should be automated.
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