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ABSTRACT

Thipapedescribebowintegratencryptionaal gorithmvhiclusesvavelettoompresdgataWavelets renore
usefuimageompressitimaothemethodsThigse caus¢hdefinitiombouvhicllatahoulthéetbuis more
flexibleThiadaptationfiaveletsspecifiteatur esmagekeadtacceptablessultsSThesefom putergimage
transfewilhcreaséurtheandvitherefor becomeaecessarttransfeimageatguicklyliad ditionprotection
aih@nagegainsinauthorizedccessvibecomaec essaryimageompressiolincreasethamounttime needed
faransferringimageRegardinghareaklemedic ingheraemanébthprotectiodfages. Theeasorfor
thidemandhaeetprevenheelationshipet weepatierdatandimagéorbeingeterminedihe reforehe
approaclintendsolescrib@ombinatiowhageompres sioysingvaveletandintegratencryptiorintdhe
wavelet-transforranecompressioprocedure.
Keywordsvavelets;ompressiorasymmetriencryptiomrmultime  disgecurityransformatiorgraphitiléormatss udio
fillormats

INTRODUCTION
Itheageotomputeisciencethesvolutiorofnicropro cessorsthepricingpfnemorychipsandthehardware
componentareeasonfothéadhatheevelopmen anthesefmultimediapplicationgcomins tatethe
art’!Multimediasignifieghdransfefargeamo untoflataepresentecasmagesaudioanimationsor of
combinatioahéhre&ormnelaceanothevi anternatintranet@igorithmevereevelo petipeducthe
amoundfatthatatb&ransferredngrocesse d.
Iimaging)PE@oinPhotographi&xpert&roupsIF Graphicénterchang&ormaand IFFagmagéile
Formaireopulaf-otheompressiomandepresenta tiomdudidatathé\Waudio)-standarthabeerstabl ished.
Algorithm$obotlaudianimageatareareMPEG -Movin@ictur&xpert&roupananoreecentersions are
usetbompresmoviethahagontaiaudio-datayuhe salgorithmaraatsefdbstand-alonamages.
Theneedosecurityriransferringlatdronongoi nt@anotherequiregdditionahlgorithmsdheompr ession
algorithmsvhiclencryphedatamedicinghiproble ndbosingerformancéncryptingnagesvhichave be
transferregroducegonfliciTh@roblenarisethr ougtheonstraintsth@hysiciang, eadiologists whicldoot
allothenseparatémagefronpatiendataThe roblemicompressn@ncrypsequencesifnagesogether with
patierdatdugimeonsumintpsksNithinthedisci plinedesiretencrygtmagessequencesmages audio
wavesmoviesprotednformatiothaitntegrated isuctkinafiatal h@eedprotecimagandudiaat a
againginauthorizedccessequireasindmarnet hotbompresandncryphdata.
Theverapurposethiproposabshowmew algorithrthatakesisefvavelet-transformecompress ingnage
dataWavelet-transfornremergediuringhéastewea ragsenablingechnologyoimageompressionlis very
usefulimagandudicompressiondiltethérequency spectrunsdimageamudigignalsuclavayhat
onlthosérequenciesemaiwnhiclcabgerceivethgn observedtistenerOthedisciplinesivavelet -transforms
liketheolutiodineaequationgoatternecogniti oaraatoveredhiproposal.
Additionallyavavelebasisnapeonstructedsuch avayhatheompressedlatdaudi@imagegaronly be
interpretethasig&nownl hainthipa pasexamintheonstructiomappropriate/avel dhasis.
Someonditionkaveteonsiderediuringhgroce seiimagdransformationwhicimap®riginally@ompre ssed
imageThanagedateecomposedwavelatoefficie ntginttetadoefficientsieedetbeconstrudh anagdata.

*vorwerk@ti.fhg.de

www.manaraa.com



Therocesfomawatithdesiredompressednd encrypteébrmatisingvaveletsccurgwstepsThé irsitep

duringvavelet-transforritheonstructioaha sisTheraresomstandarthases.g-daafaubechi edVlexicahlat
oCoifletsThéasisonsideretthisasenudtave additionatharacteristicdpossibléspecifa variabl¢hadbas
galueangbroadénoughmakémpossibledeterm inthgalubigariablevithifeasibléming constraints.
Thealudfeariableepresentth@ublikef oth@ewharacteristieencryptionvhichintegra tedwavelet-
transformTheombinatiomfransformatiomnencr yptiofsuctzompressioschemeeduceshgrocessing ime
comparedthapplicatiotinsformatiomndompr essiomdirsstendnakingisefmdditionaénc ryption
algorithnirsecondtepFoth@econstructiorothe compressedndancryptedlatagrivatkeysmneededThe
algorithrfodecompositiomndeconstructiontheawla thasbeorrespontitheavelet-transformgo mpression
anthasymmetriencryptiogubliangrivatkey. Aolutiofathiprobleripresentethipapenefi ningn
appropriatprocess.

Thealgorithndelevelopedasaonfornmaheondit iongtonstructingvaveletsTheseonditionhaveo be
verifiecdanchdaptecisheprivatkeysncludedrthe computatiorofthevavelet-transfornanadcompressionTo
guaranteg¢helecompositiotheconditiorobrthogonalitys importanforeconstructionTherocesséncoding is
differenfronthg@roces®flecodingreconstructing)he ravdatdoecaus@bsymmetriencryptionConsideringh e
encryptiolgorithrandhakingisedisymmetrischeme, anprivaté&eiassociateavitmppropriatgublic key.
Therivatkeypatomputabl&ortheublikeylTh isonditiolsombinedittheonditionsfiavelet- transform.
Finallytooncludéhsubjectiemaintbeaid thahesagefvaveletteadsgoodompressionat ifoimage
dataComparedmtheprocessesike PEG Lompressionigeneratedjoodjualitpfossyompressed imagesand
reduceshemounbflataeveriiosslesgompression. Thentegratiomdsymmetriencryptionntaheroc esof

wavelet-transforrmndompressiosavethencryptioaf tityeompression.

AVAVELETS
Théocusthipapdiestheompressionfvo-dim ensiondmagesTherarenangpproachetsompres fmages
whichuseshd-ourier-transfornmothealiscretecosi nedransformlikePEG ~ "Waveletsaranoresuitabldoimage
compressiotthathes@pproaches)ecausevaveletsarty @daptediparticulafeaturesimagesndhereforde ado
goodmagejualitylespitehéosoflatadwvaveleta functiorwhiclpassbovandelowhe-axisTharea
enclosedthifunctioiserarh&unctionabsc aledth&-axiandhablerthogonal
Texplaith&ernerthonormallecessartin ovwhalunctiomsrthonormabrthogonal andormalizedf
&unctiorerthogondtilfillséllowingondit ion:
Twéunctions dnd grealledrthogondhaneoroduditiand aveighigerdhenegoroduddlefineds
follows:

<flg>=0 (1)

with

0

@ < flg>= [ ()g(w(x)dx.

1

AunctigBormalizethengoroduathis functiowvititseléne:

<flf>=1 @
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Usinghavavelet-transfornipossiblétransf orndigitamageatintdrequenciesAccordingthes
particulairequenciebelovipecifietharriearéeft

edvavelet,
outAfterwardtheestthénagelatavibeompr essedThe
feature@dapthevavelet-transfornidigltcomplexar ea®anmagdyonstructingvaveletsvhictenables this
adaptatiofeadshiglikompressionTheompressioit ossyhuhosedatdoenatducehqualitgh énage
thevaveleandhdarrieishosemppropriatel yhsexamplewehosehgerceptiomfrequencie Hhuman
eyesThaumareyésnlgbléperceprequencies immakreadjpossiblérequenciesThérequen cyhfra
retighiesutsidéhiareaThigindiighcam

db@erceivedbhumamryeshitheasedigitamage shese
frequenciesabébuhimvisibleati ateededotransformatioprocedurethamnakéhigata visiblel-or
digitamageitegrateinternavepageshé&equenc

iesabeeducedthenewhiclabperceivetiiuma n
eyed-adigitdivo-dimensionahdiologicamagethe approacitheame.

highfrequenciesJikeultraviolet

visiblefrequencies(light)

lowfrequencieslikeinfrared

FigurdErequencieperceivetiumaeyes

Therarenankindsivaveletdevelopetiemphasizepe

cideaturesthebjectsvhichavébexamine dSome
waveletaravidelysedTwexamplesralepictedigure 2ThdirsexampleéshdHaar-waveletwhichshe
simplestvaveletndsisedmanyutorialgantro duceheisageandonstructiorofvavelets 91011 1%q0n-
continuos.
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Figur&jhéelaar-wavelet byh®aubechie-wavelet
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Wavelet-transformbavainfiniteetivaveldba sifunctionsVaveletarassignetfamiliesThe Daubechiéamily
iaexampleTherareubclassewithieacfamilydi stinguisheithaumbeafoefficientanthée vaiferation.
Tdindmappropriatevavelefamiljosdigitama gemothewavelehasbelefinedT hisnothewave letalso
callednalyzingvaveletabadaptetbuneeds.

Mothewaveletfor:

« discretevaveldransforftDWT) !

b
— -b
Dp(X)=2"20(2"x-a) 4)
* continuowavelaransforniCWT)
x-b
P, ()= (5) 14
’ a
1 x-b
d,,(X)=|— CDE j e -
. \/5 a
Thimothewaveletabeilatedndcaleththéw gariableantrhisiathappropriatevavele familyitbe
estimatefthscalindactoandhéocati omthevaveletRe-scalingslon®powersitwo. Transformings
donéintegersThenothewavelethedicatafor derivedvavelelamiliesTherefordidinghanforma tiomvhich
thenothewavelatisetibonstrudhgaveldbasis leadsthsecondspeavhichvainidiscusath ithpaper:
Thairtimtegratencryptioimvaveletompression. Buirstyvbavediscusthevavelgransform.
SVAVELETRANSFORM
Therareviindefavelaransforntheontinuos waveldransformanthdiscretevaveldransfor mrheontinuos
waveletransforneontaingotfedundancyiivo uldaicebavesmabedfiataalescribehe waveletThe
computatiogh@avelaransforrhatbénear TherefordiscretisatioinecessaryThdiscr etevaveldransform
computesuliscreteatikéhatontainedaligitam agesNowpossibléoeducehavavelefunction @asis
thadescribethevhol&unction.
Toerfornaliscretevaveletransforméiltenas tbeefineavhicllescribesvavelefl obtaithi$ iltescaling
functiohatbehosenThiscalinfunctiomitico nditioiformanrthonormadasisthepace®/ gndsethe

followindilatatio@@quatioaatartingoint.

{¢(x-k),kDZ} (7)
@) =2 cp(2t - k) (8)
k
[ata=1
Thisquatiopossessethé&aturg/hicishowio). thereforpermitedefineonstructiomethods fscaling

functionsThreghemshouldenentionetere:
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» |terattheecursiveelatiostartingiitthbox functioandomealuesThisiivéhe splinefamilgboxhat,
guadratiGubictc. Onef Daubechiesvaveletsjote® jpbtaineththimethoavhicbbtaimvavelewhich
ithderivativedubisplinélteunction.

» Perforrth&ourier-transforrothdilatioequation.

*  WorHirectlwitthescursiorif gigknowathantegersapplyinthescursiogive thealuesdfointef
value/2 ).

Theoefficients arehosefrorthtervell0).

(p(t), (2t -K))  (10)

Nowvarabledevelofiltedatéromvaveletsle finedyhelilatiomquationTh@exsectiomescri bethowe
cadavaveleransformnthaverseaveler ansform.

ANAVELETOEFFICIENTS

Tperfornaiscretavaveletransfornihasbgua ranteedhathé&ransformedat@ameeconstructedT herefore
someonditionfothaigipasélteg anthéowassilten wibbgivenThenethodsinghesélterssalle d
Quadratur#irrdrilter@QMFAnchakepossible tperfornthavaveldransforrifineaimerh eandwidtlod
signasplihalf.

Filteconditions

-2 h, %P

-9, = (_1)j hl—j 12)

- XY, =0
k
- Z hk hk+2m = 50mfm"rh (14)
k
Datgiventhaigipas§iltetransformetivave latoefficientsTheameatigivemthéow paséilteanavill
b&ansformetbcalingoefficientsThdatéor thélteganomputebtysingquatiotwadahélter conditions.
Tperfornthaversavaveldransforradditiondl eaturearaecessargndivebth®llowingquati ons.
Théverseperationwiberitteng “Lantl “andibeclatedollows:
g (15)
h . (16)
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STHEVAVELETOMPRESSION

Htoefficientareomputedyeaperfornalisc retevaveldransfornoimageatandeconstruah émagelata
vianversavaveletransformFigurejivesarexample howaldheransfornandigurdllustratetbe inverse
wavekeansforifiniigurékistrate heerarchidehtuiulti-

Frizny

Downsample »
by 2 along y

Downsample o
ik
by Zalong | A

Downsample
() by 2 along x

Downsample

by 2 along y

= Downsample
-P by 2 along x

Downzample

by 2 along y

Figur&orwardavelaransform

resolutiomethodemindeneahpyramidal dpproacbftensedmagerocessing-erehéilter functioni@
figureepresentedgsnatrix Gandirffiguré&epresentecsnatrix Hyaraisedalecomposeghémage
representedéwo-dimensiondlnctiof(x,y)-irs thevaveldransformapplietth&-valueand afterwardgthe
y-valueBhaverséltera Jifigurdepresentedmatrix Hing ifiburdepresentedsatrix G.
Frlz,w)
Upsample by
2 along y
Upsample by
2 along x iz, ¥)

Upszample by

2 along y

Upsample by

2 along y

Upszample by
P 3 ong

fun (x, )
s Upsample by

2 along y

Figurdnversevavelaransform
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TheonventionalaiproceedshowifiguréA ftethevaveldransfornprocessallequantizatio preparethe

waveletoefficientfocompressionThguantization  procesgransformshevaveletoefficientintwal uesvhictare
easietdandldodefiningarerrotolerancemerf orndossycompressiorwithacceptablémagegualityaft er
decompressiorfFor quantizatiortywapproacheserproposed “Thérsipproacitdividéhecadxisaumb eof
non-overlappingtervalandelatetheoefficients thimtervalsTheelationshiparstoredsab leThiapproacis
callecgcalingjuantizationThetheapproaclithe vectoguantizatiorandeplacesgroupmoefficient svitlone
symbolAyoogbre-conditionsoequirghathavavele tberthogonahndhevavelebasiserthonormal. These
requirementallowquicklimdolutiofdheompres sioproblem.
After quantizingthéransformediataseadjocompressio nEocompressionheraréw@pproaches “Théirsis
callefixetbngtbodindieplacesacBymbadbtaine fromuantizenittheamaumbeof

Compressor

Forward Wawelet

-.'-I Encoderl

Transform

[hverse Wavelet _ B

Transform .
Decompressor

Figur8Vaveletompressioandecompressiondigital mages
bitsThisequiresgoodjuantizerThesecondpproach ghevariabldengttcodingHerelongecodevordsar e
assignettesfrequentsedymbolandhortecod&vor darassignetmoré&equentlysedymbolsExample$ or
codinglgorithmsasinthiapproachréiuffmamandrith meticodingthirdpproachvhicltailoretivavele t&s
Shapiro'seencodinggxploitheelf-similarity betweethdifferenvaveldbands.
Thénverseperationarelecodingnde-quantizationki radhelatéslecodedrontheuantizatiomableAfte rwards
the dequantizedatéssomputedJsinth@versgvaveletra nsfornthémageat#&econstructedhorelessqua Iy
ttherigindmageataependingithgualitgthehos envavelethehosemuantizatiomethodanthehose n
codingalgorithmThionventionamethodsovwextendedy aradditionaklementhatsntendeddntegrate

encryptiomvaveletompression.

AGNTEGRATINE&NCRYPTION

Invaveletompressionth&inafothewaveletvh ictheadsauitablevavelebasisessentiaid indstarting
poinfothéntegratioroéncryptionlrdirsstep wehavaahosearappropriatenothewaveletXea turdor
encryptiofthidenformationsuclavapsp revenitiegadccessthencryptedatakeepinghis imingve
haveohosenotharvavelewvhicieattandard mothawvavelaeinahiciavavelghabatven usedbother
waveletompressionsAftetointhisyevitleriva waveldtasifrornthenothewavelefThigiavele basibathe
adaptedamageompressionThéilterslerivedron hevaveleacakeywnlockh@rocesefiecompre ssion.
Thisipproachlescribesheisesymmetrikeys ymmetrikeysisedobotlencryptiorandlecryptionT he
exchangeduclkeimosecurebecause¢hinterce ptiomth &eyakegossiblealecrypthelatanc rypted

www.manaraa.com



witkthikey&olutioisencryph&ewithasy mmetrikefrasymmetrikeipaifeyOné&e galled

thepublikeigsetbencryptioanthethekeyal lethprivatkelasetbdecryptionThapproaciof aublic
keinfrastructureabdefined®llowsThsidevh ickvantegehencryptedhessaggeneratéize kepamnd
sendsheublikeythasenderTheendewhiclhape rformedhevaveletompressioranthagxtractedhe filter
encryptshédiltedatavitith@ublikepndend# togethewithheompressedmagétheeceiverTh eeceiver
decryptthdatggetthéltedatandowble ceconstrudhenage-igur@iveaoverviewf thiscenario.
receiver sender
generates key does wavelet
pair transform
sends public sender gets
key - the key

v

encrypts the

filter
gets encrypted sends encryp -
filter < ted filter
gets encrypted < sends encryp -

image

v

decrypts filter
and image

ted image

Figur8cenariadecuré&ransfeafavelato mpressednages

TCONCLUSION
Thipapedescribeavayintegratencryptioiih approaclofiaveletompressionThencryptiommtegr ateth
leavinguheformatioaboutvhicfiltassetb perfornthavaveleransfornmirhéltanformati oisegardeds
aymmetrikewhichatbexchangebysingublic/pr ivate-key-paiThsecuritghsymmetrikeisea ched
bygonstructing@ewecremothewaveletvhicha daptetth@nageompressionThenethodioonstruc another
waveletsonsidergimeonsumingrocessThele mandeonstruchewaveleirordetintegrate encryption

antherocesgfonstructioshoulbautomated.
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